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Developing a SIL4 fault-tolerant safety platform and having it certified by an accredited agency requires a 

significant effort and investment. There are many ‘what if…?’ questions to be addressed at every stage of 

development, testing and certification. This paper introduces the relevant functional safety standards and some of 

the areas for consideration including formal failure analysis, voting, the safety communication layer, common 

mode failures, safety analysis, variations in the operating environment, and certification. 

What if? - How Safety Systems differ 
from Reliable Systems 



One of the more common misconceptions is that if 

you have a highly reliable system that is always 

running and never goes down, it is safe. Seems a 

reasonable assumption doesn’t it?  When it comes to 
safety, and here we are talking about functional safety, 

where injury or damage to health of people or 

environment is concerned, are these assumptions 

good enough? 

Railway accidents resulting in damage to equipment, 

environmental damage, injuries or even loss of life, are 
frequently attributed, at least in part, to human error.  

Fatigue, distractions, lack of experience, medical 

issues, misinterpreting signals or other factors can 
cause an accident. Often human factors in 

combination with other factors, such as an opaque 

layer of snow covering a signal lens, ambiguities in 

signals or procedures, are all processes that can 

contribute. 

One solution to this problem is the introduction of a 
Positive Train Control (PTC) system. These solutions 

go by many different names, but in general, they 

augment or replace a crew that is required to take 
actions based on external signals, with a 
programmable electronic system. The promise is such 

a system will be more reliable and thus safer than 

manual control alone. However, is this necessarily 
true? While humans aren’t perfect, programmable 

electronic systems are not perfect either. 

 

Questions  
• What if a control signal changes from 

permissive to restrictive, but that is not 
communicated to the train control system? 

• What if a track signal fails to change state on 
command? 

• What if control system software hangs and fails 
to generate commands to trains, switches, or 
signals. (This could be caused by software 
faults, single event upset (SEU), electromagnetic 
interference (EMI), voltage surges or brownout, 
etc.) 

• What if a vital relay or switch freezes in one 
position and fails to change from permissive to 
restrictive? 

• What if a track switch is left in the wrong 
position or fails to completely move to a new 
position? 

• What if track sensors fail, or communication 
paths fail, and train position information fails to 
reach the control center or other trains? 

• What if input commands to a train are not 
received when expected, or received out of 
order? 

 

The failures above could occur if the actual hardware 

and software involved are compromised due to 

environmental effects, or issues related to design, 
reliability or communication.  For example: 

• What if the temperature gets too high? 

• What if a component fails? 

• What if a software component never responds? 

• What if a message gets corrupted or lost? 

• What if there are bit flips or stuck bits on control 
signals? 

• What if a solid state relay or switch gets stuck? 

 

The question to be answered is, does a transition to a 
PTC or similar automated system, from a system 

where humans take actions based on external signals, 

actually improve the safety of the overall system? Or, 
does the PTC or similar system, while solving many of 

the failures resulting from human error, introduce its 

own set of new problems?  

What is clear by the questions above, is that a highly 

reliable system, even one running with multiple levels 
of redundancy and availability will not be able to cope 

or detect all the types of issues raised above. 

How can we be assured the new system is really safer 

than the old system? Functional safety standards exist 

in part to provide an answer to these questions.  

 

Functional Safety Standards 
IEC 61508 is a common generically used functional 

safety standard, which has several industry-specific 
offshoots. In the rail industry, the Cenelec standards 
EN 50126, 50128 and EN 50129 are used, mainly in 

Europe and Asia, (and internationally, as IEC 62278, 

62279, 62425). In the U.S.A., the Federal Railroad 



Association list a number of qualified standards that 

can be used to develop and verify safety systems, 

including the above Cenelec standards, IEC 61508, and 

IEEE 1483.   

The functional safety standards focus on the overall 

development processes. These processes cover the 
entire lifecycle from requirements, development and 

testing, operations and maintenance, and training. The 

standards focus on processes because a rigorous and 

formal process is seen as the best way to prevent 

systematic failures. 

These standards generally have several common 

themes: 

▪ Clearly defining the safety or vital functions, and 

fail-safe states, and distinguishing these from 

other functions. 

▪ Techniques and measures for assuring safety 

targets can be met. These include redundant 

architectures with voting or comparators, other 

fault detection, and fault mitigation to assure the 

system remains in a safe state in the presence of 

safety relevant faults. 

▪ Assuring the transmission of safety relevant data 

is protected against data loss or corruption, 

sequencing or timing faults. 

▪ Minimizing risk of common cause failures, 

common mode failures, cascading or other 

systematic failures; assuring independence of 
redundant channels and of safe and non-safe 

subsystems. 

▪ Protection against external factors such as 

environmental extremes, voltage spikes, 

pollution, vibration, EMI, electrostatic discharge 

(ESD), etc. 

▪ Probabilistic techniques for quantifying the risk 

reduction to meet the target safety integrity 

levels. 

▪ Formal design, development and test processes 

that reduce the likelihood of systematic errors. 

▪ Certification processes and evidence required to 

demonstrate all of these concerns have been 

dealt with. 

Formal Failure Analysis 
One of the big differentiators between reliable and safe 
systems, is the amount and type of failure analysis that 
is performed. Analysis is performed at every stage of 

the design cycle with results feeding back into the 

design. As the design evolves so does the depth of the 

failure analysis. 

 

Formal probabilistic analysis is performed to determine 

the probability of a hazardous failure, and whether or 

not the risks have been reduced to tolerable levels. This 

kind of analysis will drive the system design in ways 

high reliability requirements cannot. This involves 

detailed analysis of design components, evaluating 

component failure data and creating formal behavior 

models such as reliability block diagrams and Markov 
models. 

 



An example of a Markov model is shown below. They 

can be solved analytically or by simulation such as 

Monte Carlo, to show that the product can meet safety 

and also reliability targets. 

 

Voting 
Fundamentally, on either end of a safety channel where 

safety functions execute, redundancy and voting are 

required to detect that the correct calculations were 

made, the operation or response messages created by 
the application are the same and that the actual 

operation was correctly executed. ControlSafe™ 
Platforms from SMART Embedded Computing do this 

all as a hardware function both on CPU modules and 

digital I/O modules, removing the burden on application 
software to perform this function. 

Safety Layer 
If the exchange of safety information between safety 

endpoints is going through a non-safety network 

(otherwise known as a black channel), then this data 

needs to be protected by an EN 50159 compliant 

safety layer. This protects against message loss, 
sequencing errors, timing or corruption.  SMART EC’s 

ControlSafe Platforms provide an EN 50159 protected

(?) communication safety layer for communication 

between safety modules. 

Operating Environment 
Components are designed to operate within a specified 
temperature and voltage range defined in their data 
sheets. To assure that the circuits perform the function 

that they are designed to do, the components used 

must operate within the voltage and temperature limits 

you defined for the product. To give some operating 

room for variations with these components over the 
manufacturing life of the product, derating of these 

components is also required. All of the components 

used in SMART EC’s ControlSafe Platforms are 

normally derated to ensure that we meet the reliability 

goals of our customers, but we provide extra margin or 
derating on the components used, in safety related 

circuits. 

Common Mode Failures 
For voting or comparators to work in a safety function, 

each redundant element must be truly independent. A 

fault that occurs in both channels is often referred to 

as a common mode failure. Redundant channels often 

share common elements; not only components and 
design, but power and the operating environment. A 

variety of techniques and measures are required to 

protect against such common mode failures. 

Continuing with the above discussion with respect to 

the operating environment, it follows that to ensure 

that the safety related circuits operate within the 

correct temperature and voltage limits, one has to be 
able to detect if the temperature or voltage goes out of 

tolerance. Multiple methods of temperature and 

voltage detection may need to be implemented with 

circuit diversity. Circuit diversity means that redundant 
methods of detection use different circuit design and/

or use different components.  

You may ask why is this necessary? If the circuits are 

the same, and a fault in a diode or A/D converter 

occurs, the assumption would be that the redundant 
circuit would detect the issue. Most of the time you 

would probably be correct. 

During the manufacturing build process, it would be 

highly likely that the components used for each of the 

redundant circuit come from the same batch or lot, 
manufactured at the same time. If a fault occurs due to 

a defect in a part, it is possible that the circumstance 

that caused the failure in the component in one circuit 

will also cause that same failure in the other circuit. 

This is a common mode failure that effectively reduces 
a multi-channel redundant system to a single channel 

system. This means not only do you have to have a 

redundant circuit, you have to use different 

components with a different design, such that if a 
component failure in one circuit occurs, the second 

redundant circuit is not affected. Below is an example 

of the type of approach that SMART EC ControlSafe 

Platforms take in ensuring that we are not affected by 

common mode failures in the power subsystem.  

 

Example of a Markov model involving both safe and un-safe, detected 
and undetected failures 



Safety Analysis 
When a safety function is operating at an endpoint, 

such as the closing of a digital relay or output, you 

need assurance that the safety function is in fact 
operating. To do so requires feedback mechanisms 

with at least redundant independent mechanisms to 

detect that the operation was successful or not. This 

requires detailed hazard analysis, failure mode, effects 
& diagnostic analysis (FMEDA), fault counting analysis 

along with the creation of fault trees. To prove that the 

analysis is correct, fault injection testing is required and 

will need to be performed, often in front of the safety 
assessor for SIL4 validation. 

Certification 
As you can see from the above, achieving these 
standards can be very costly, and the effort required to 

get a product certified at the highest SIL levels is 
significant. To be certified, extensive documented 

evidence that comes from all phases of the lifecycle 

must be produced and reviewed, a significant amount 
of statistical analysis must be performed to assure that 

the system will behave to the required SIL level. 

All of which must be audited by independent internal 
auditors before the whole package is delivered to a 3rd 

party certification agency such as TÜV-SÜD. Such 
processes, documented evidence, statistical analysis, 

and test and validation methodologies are significantly 

more than is normally required to develop a non-safety 

product. Offering an officially certified safety platform 

including supporting evidence (the safety case) to 
application developers and system integrators 

simplifies the certification of the end product and 

makes it possible to significantly accelerate time-to-

market of end solutions incorporating SMART EC’s 

ControlSafe Platform and customer application 

software. 

Conclusion 
The ControlSafe™ fault-tolerant safety platform 

portfolio has rigorously followed the development and 
testing of the products to the functional safety 

standards, IEC 61508 and the Cenelec standards EN 

50126, EN 50128 and EN 50129, and have been verified 

and certified by an accredited agency. With this 

process and the design and analysis steps outlined 
above, we can assure that the safety functions 

provided by our ControlSafe platforms operate 

correctly. 

The ControlSafe platform is modular and designed to 

accommodate additional I/O interfaces that will be 

required throughout the product life cycle. 

By offering a system that meets all of the functional 
safety, reliability and availability requirements and 

employing the required processes and analysis 
throughout the development phases, SMART EC’s 

ControlSafe platform portfolio can deliver a safe 
application environment and a high availability 

platform, giving rail system integrators and rail 
application providers a real competitive advantage.  

Leveraging our deep understanding and experience in 

developing safe and reliable embedded computing 
platforms, and by offering a platform that is certified to 

SIL4 standards, SMART Embedded Computing is 

positioned as a leading supplier of commercial off-the-

shelf (COTS) fault-tolerant safety platforms to 

application developers and system integrators. 

For more information on the SMART™ Embedded 

Computing ControlSafe™ platform, please visit  

https://www.smartembedded.com/products/category/
controlsafe 

https://www.artesyn.com/computing/products/category/controlsafe
https://www.artesyn.com/computing/products/category/controlsafe
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About SMART Embedded 
Computing  
 

SMART Embedded Computing (SMART EC) is part of the SMART 
Global Holdings, Inc family of companies. 

We are a global leader in the design and manufacture of highly 

reliable embedded computing solutions for a broad range of 

defense, industrial IoT (IIoT), edge computing, and 

communications customers.  

Building on the acquired heritage of industry leaders such as 

Motorola Computer Group and Force Computers, SMART EC is a 

recognized leading provider of advanced computing solutions 

including application-ready platforms, single board computers, 

enclosures, blades, enabling software and professional services. 

For more than 40 years, customers have trusted us to help them 

accelerate time-to-market, reduce risk and shift development 

efforts to the deployment of new, value-add features and 

services that build market share. 

Our engineering and technical expertise is backed by world-class 
manufacturing, global sales offices and advanced worldwide 
logistics capabilities that can significantly reduce time-to-market 
and help customers gain a clear competitive edge. 
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info@smartembedded.com 

www.smartembedded.com 
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